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STANICE /

&

UDRZUJTE AKTUALNiI OPERACNI SYSTEM
pravidelnymi aktualizacemi a v co nejkratSi dobé aplikujte vSechny vydané bezpecCnostni zaplaty.

UDRZUJTE AKTUALNI SOFTWARE,
pravidelné kontrolujte verze instalovaného softwaru. U neaktualniho softwaru provedte v ramci moznosti
update. Zastaralé mohou byt i verze pouzitych doplnku & modult nebo firmware zafizeni.

NEPOUZIVEJTE NEPODPOROVANE PRODUKTY,
pouzivejte pouze produkty (software i operacni systémy), pro které jsou dostupné bezpecnostni zaplaty.

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.



& https:// /dana-na/auth/url_default/welcome.cqi

Welcome to the

Twitter VPN Access Portal

username ‘ ‘ Please sign in to begin your secure session.
password
Realm TWO FACTOR FULL TUNNEL v

Sign In

Zdroj: https://devco.re/blog/2019/09/02/attacking-ssl-vpn-part-3-the-golden-Pulse-Secure-ssl-vpn-rce-chain-with-Twitter-as-case-study/

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.
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Proc se o tom bavime?

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.



Martin Haller

MartinHaller.cz

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.
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Pro¢ aktualizujeme?
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Co hrozi?

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.



( Jak k aktualizacim pristoupit

Musime si urcCit priority
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Jak si stanovit priority?

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.



Jak si stanovit priority?

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.
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& unifi.patron-it.cz/manage/site

O UrfFf Network

(w) All(5) | wireless{1) | Wired(4) LTS (0] ECL(0)
L
DEVICE NAME T MAC ADDRESS IP ADDRESS STATUS EXPERIENCE MODEL VERSION UPTIME CLIENTS DOWN up
P
)
—’ O APO1 f4:92:bf-20:96:ac 192.168.99.103 CONNECTED 94% UAP-AC-LR 6.2.39.14077 2d12h23m31s 4 106 GB 7.62GB
a;f?_}{; — SW-01 bd:fbred:b2:1a:97 192.168.99.100 CONNECTED P53 US-48-500W  6.3.13.14104 5d 15h 21m 5s 22 115 GB 221GB
w— S\W-02 e0:63:da:50:87-91 192.168.99.101 COMNECTED D% US-8-60W 6.3.13.14104 5d12h22m14s 2 26.9GB 11.6GB
: wens SVW-03 (ozn. SW-02) e0:63:dacé:d7-fd 192.168.99.102 [ COMNECTED 100% US-5-60W 6.3.13.14104 5d12h 12m42s 0 561ME 26.3MB
il w—— S\W-04 78:45:58:05:96:9d 192.168.99.104 CONNECTED 100% US-8-60W 6.3.13.14104 5d12h17m49s 2 575 MB 90.3MB
|
B 1-5of 5 devices | > Rows perpage: 50
alln
UniFi Network Controller
PATRON IT s.r.0./ Wi-fi router, tiskarna, scanner... Také potiebuji aktualizovat. 12



=-= FortiGate 80F FG-80F-PATRON-HK1 HA: Primary Q=

@ Dachboard >
NX Security Fabric >
+ Network >
£ System >
B Policy & Objects >
& Security Profiles >
0O VPN b
& User & Authentication >

= WiFi & Switch Controller
Managed FortiAPs

<

WiFi Clients
WiFi Maps
SSIDs

FortiAP Profiles
WIDS Profiles

+ CreateNew | # Edit = [ Delete | & Refresh | >_ ConnecttoCLI & Upgrade Search Q

FortiLink Interface

Managed FortiSwitch

FortiSwitch VLANs
FortiSwitch Ports

FortiSwitch MAC Policies

FortiSwitch Security
Policies

Ll Log & Report >

FortiLink Stack: internall

SW-01 (5248EPTF1%003187) SW-03 ($248DN3X16000151)
O portd7 © port43

o port4s _/_

& port4é = SW-02 (S248EPTF18003528)

[F FG-80F-PATRON-HK1

B FortiLink (internal1) @ port52 O port52

SW-04 (5248DF3X16001297)

Mo connected port

FortiNet Security Fabric

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.



Kapitalové vs. provozni ndklady

www.wallstreetmojo.com

PATRON IT s.r.0./ Wi-fi router, tiskarna, scanner... Také potiebuji aktualizovat.
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Ma doporuceni

Postarejte se o verejné dostupné sluzby.

Postarejte se o servery.

Postarejte se o stanice.

Postarejte se o0 uzivatelské identity (2FA)

Segmentujte svou sit (oddélujte zarizeni podle druhu/ucelu)

Nakupujte zarizeni s jednoduchou spravou (kapitalove vs. provozni naklady)
Povolte automatické aktualizace

Uvédomte si dulezitost jednotlivych zafizeni co mate v siti

Zaplatujte vse co se objeviv , KNOWN EXPLOITED VULNERABILITIES CATALOG"

© O NN NN

PATRON IT s.r.0./ Wi-fi router, tiskarna, scanner... Také potiebuji aktualizovat.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog

Vize do budoucna

Wi-fi router, tiskarna, scanner... Také potrebuji aktualizovat.






